AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

National Indian Gaming Commission, Interior

(ii) The surveillance system must
monitor and record the activities of
the bingo game, including drawing, and
entering the balls, numbers or other
designations drawn.

(3) Card games:

(i) Except for card game tour-
naments, a dedicated camera(s) with
sufficient clarity must be used to pro-
vide:

(A) An overview of the activities on
each card table surface, including card
faces and cash and/or cash equivalents;

(B) An overview of card game activi-
ties, including patrons and dealers; and

(C) An unobstructed view of all post-
ed progressive pool amounts.

(ii) For card game tournaments, a
dedicated camera(s) must be used to
provide an overview of tournament ac-
tivities, and any area where cash or
cash equivalents are exchanged.

(4) Cage and vault:

(i) The surveillance system must
monitor and record a general overview
of activities occurring in each cage and
vault area with sufficient clarity to
identify individuals within the cage
and patrons and staff members at the
counter areas and to confirm the
amount of each cash transaction;

(ii) Each cashier station must be
equipped with one (1) dedicated over-
head camera covering the transaction
area; and

(iii) The cage or vault area in which
exchange and transfer transactions
occur must be monitored and recorded
by a dedicated camera or motion acti-
vated dedicated camera that provides
coverage with sufficient -clarity to
identify the chip wvalues and the
amounts on the exchange and transfer
documentation. Controls provided by a
computerized exchange and transfer
system constitute an adequate alter-
native to viewing the amounts on the
exchange and transfer documentation.

(5) Count rooms:

(i) The surveillance system must
monitor and record with sufficient
clarity a general overview of all areas
where cash or cash equivalents may be
stored or counted; and

(ii) The surveillance system must
provide coverage of count equipment
with sufficient clarity to view any at-
tempted manipulation of the recorded
data.

§543.23

(6) Kiosks: The surveillance system
must monitor and record a general
overview of activities occurring at
each kiosk with sufficient clarity to
identify the activity and the individ-
uals performing it, including mainte-
nance, drops or fills, and redemption of
wagering vouchers or credits.

(d) Reporting requirements. TGRA-ap-
proved procedures must be imple-
mented for reporting suspected crimes
and suspicious activity.

(e) Recording retention. Controls must
be established and procedures imple-
mented that include the following:

(1) All recordings required by this
section must be retained for a min-
imum of seven days; and

(2) Suspected crimes, suspicious ac-
tivity, or detentions by security agents
discovered within the initial retention
period must be copied and retained for
a time period, not less than one year.

(f) Logs. Logs must be maintained
and demonstrate the following:

(1) Compliance with the storage,
identification, and retention standards
required in this section;

(2) Each malfunction and repair of
the surveillance system as defined in
this section; and

(3) Activities performed by surveil-
lance agents as required by the con-
trols in this section.

[77 FR 58712, Sept. 21, 2012, as amended at 78
FR 63875, Oct. 25, 2013]

§543.22 [Reserved]

§543.23 What are the minimum inter-
nal control standards for audit and
accounting?

(a) Conflicts of standards. When estab-
lishing SICS, the gaming operation
should review, and consider incor-
porating, other external standards such
as GAAP, GAAS, and standards pro-
mulgated by GASB and FASB. In the
event of a conflict between the MICS
and the incorporated external stand-
ards, the external standards prevail.

(b) Accounting. Controls must be es-
tablished and procedures implemented
to safeguard assets and ensure each
gaming operation:

(1) Prepares accurate, complete, leg-
ible, and permanent records of all
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transactions pertaining to gaming rev-
enue and activities for operational ac-
countability.

(2) Prepares general accounting
records on a double-entry system of ac-
counting, maintaining detailed, sup-
porting, subsidiary records, and per-
forms the following activities:

(i) Record gaming activity trans-
actions in an accounting system to
identify and track all revenues, ex-
penses, assets, liabilities, and equity;

(ii) Record all markers, IOU’s, re-
turned checks, held checks, or other
similar credit instruments;

(iii) Record journal entries prepared
by the gaming operation and by any
independent accountants used;

(iv) Prepare income statements and
balance sheets;

(v) Prepare appropriate subsidiary
ledgers to support the balance sheet;

(vi) Prepare, review, and maintain
accurate financial statements;

(vii) Prepare transactions in accord-
ance with the appropriate authoriza-
tion, as provided by management;

(viii) Record transactions to facili-
tate proper recording of gaming rev-
enue and fees, and to maintain ac-
countability of assets;

(ix) Compare recorded accountability
for assets to actual assets at periodic
intervals, and take appropriate action
with respect to any variances;

(x) Segregate functions, duties, and
responsibilities;

(xi) Prepare minimum bankroll cal-
culations; and

(xii) Maintain and preserve all finan-
cial records and relevant supporting
documentation.

(c) Internal audit. Controls must be
established and procedures imple-
mented to ensure that:

(1) Internal auditor(s) perform audits
of each department of a gaming oper-
ation, at least annually, to review com-
pliance with TICS, SICS, and these
MICS, which include at least the fol-
lowing areas:

(i) Bingo, including supervision,
bingo cards, bingo card sales, draw,
prize payout; cash and equivalent con-
trols, technologic aids to the play of
bingo, operations, vouchers, and rev-
enue audit procedures;

(ii) Pull tabs, including, supervision,
pull tab inventory, pull tab sales, win-
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ning pull tabs, pull tab operating
funds, statistical records, and revenue
audit procedures;

(iii) Card games, including super-
vision, exchange or transfers, playing
cards, shill funds, reconciliation of
card room bank, posted rules, and pro-
motional progressive pots and pools;

(iv) Gaming promotions and player
tracking procedures, including super-
vision, gaming promotion rules and
player tracking systems;

(v) Complimentary services or items,
including procedures for issuing, au-
thorizing, redeeming, and reporting
complimentary service items;

(vi) Patron deposit accounts and
cashless systems procedures, including
supervision, patron deposit accounts
and cashless systems, as well as patron
deposits, withdrawals and adjustments;

(vii) Lines of credit procedures, in-
cluding establishment of lines of credit
policy;

(viii) Drop and count standards, in-
cluding supervision, count room access,
count team, card game drop standards,
player interface and financial instru-
ment drop standards, card game count
standards, player interface financial
instrument count standards, and con-
trolled keys;

(ix) Cage, vault, cash and cash equiv-
alent procedures, including super-
vision, cash and cash equivalents, per-
sonal checks, cashier’s checks, trav-
eler’s checks, payroll checks, and
counter checks, cage and vault ac-
countability, kiosks, patron deposited
funds, promotional payouts, drawings,
and giveaway programs, chip and token
standards, and cage and vault access;

(x) Information technology, includ-
ing supervision, class II gaming sys-
tems’ logical and physical controls,
independence, physical security, log-
ical security, user controls, installa-
tions and/or modifications, remote ac-
cess, incident monitoring and report-

ing, data back-ups, software
downloads, and verifying downloads;
and

(xi) Accounting standards, including
accounting records, maintenance and
preservation of financial records and
relevant supporting documentation.

(2) Internal auditor(s) are inde-
pendent of gaming operations with re-
spect to the departments subject to
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audit (auditors internal to the oper-
ation, officers of the TGRA, or outside
CPA firm may perform this function).

(3) Internal auditor(s) report directly
to the Tribe, TGRA, audit committee,
or other entity designated by the
Tribe.

(4) Documentation such as check-
lists, programs, reports, etc. is pre-
pared to evidence all internal audit
work and follow-up performed as it re-
lates to compliance with TICS, SICS,
and these MICS, including all instances
of noncompliance.

(5) Audit reports are maintained and
made available to the Commission
upon request and must include the fol-
lowing information:

(i) Audit objectives;

(i1) Audit procedures and scope;

(iii) Findings and conclusions;

(iv) Recommendations, if applicable;
and

(v) Management’s response.

(6) All material exceptions identified
by internal audit work are investigated
and resolved and the results are docu-
mented.

(7) Internal audit findings are re-
ported to management, responded to by
management stating corrective meas-
ures to be taken, and included in the
report delivered to management, the
Tribe, TGRA, audit committee, or
other entity designated by the Tribe
for corrective action.

(8) Follow-up observations and ex-
aminations is performed to verify that
corrective action has been taken re-
garding all instances of non-compli-
ance. The verification is performed
within six (6) months following the
date of notification of non-compliance.

(d) Annual requirements.

(1) Agreed upon procedures. A CPA
must be engaged to perform an assess-
ment to verify whether the gaming op-
eration is in compliance with these
MICS, and/or the TICS or SICS if they
provide at least the same level of con-
trols as the MICS. The assessment
must be performed in accordance with
agreed upon procedures and the most
recent versions of the Statements on
Standards for Attestation Engage-
ments and Agreed-Upon Procedures En-
gagements (collectively “SSAEs”),
issued by the American Institute of
Certified Public Accountants.
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(2) The tribe must submit two copies
of the agreed-upon procedures report to
the Commission within 120 days of the
gaming operation’s fiscal year end in
conjunction with the submission of the
annual financial audit report required
pursuant to 26 CFR part 571.

(3) Review of internal audit.

(i) The CPA must determine compli-
ance by the gaming operation with the
internal audit requirements in this
paragraph (d) by:

(A) Completing the internal audit
checklist;

(B) Ensuring that the internal audi-
tor completed checklists for each gam-
ing department of the operation;

(C) Verifying that any areas of non-
compliance have been identified;

(D) Ensuring that audit reports are
completed and include responses from
management; and

(B) Verifying that appropriate follow-
up on audit findings has been con-
ducted and necessary corrective meas-
ures have been taken to effectively
mitigate the noted risks.

(ii) If the CPA determines that the
internal audit procedures performed
during the fiscal year have been prop-
erly completed, the CPA may rely on
the work of the internal audit for the
completion of the MICS checklists as
they relate to the standards covered by
this part.

(4) Report format. The SSAEs are ap-
plicable to agreed-upon procedures en-
gagements required in this part. All
noted instances of noncompliance with
the MICS and/or the TICS or SICS, if
they provide the same level of controls
as the MICS, must be documented in
the report with a narrative description,
the number of exceptions and sample
size tested.

§543.24 What are the minimum inter-
nal control standards for auditing
revenue?

(a) Supervision. Supervision must be
provided as needed for bingo operations
by an agent(s) with authority equal to
or greater than those being supervised.

(b) Independence. Audits must be per-
formed by agent(s) independent of the
transactions being audited.

(¢c) Documentation. The performance
of revenue audit procedures, the excep-
tions noted, and the follow-up of all
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